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Abstract. The Internet of Things (10T) encourages the use of tools that facilitate
the development of projects focused on smart cities. These types of projects face
significant challenges due to the number of technologies used and the interaction
and interrelation between the different systems. There are various methodologies
for the development of this type of project, but some are at a very high level to
be used by small work teams or people with medium knowledge. This research
paper proposes a method for introducing 10T project development focused on
small teams or people with medium knowledge. The proposed method works as
a guide that covers from the understanding of the business to the implementation
of the solution. The method was evaluated through the construction of a prototype
that covers the stages of data acquisition, processing and visualization.
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1 Introduction

The Internet of Things (10T) has caused transformations that influence aspects such as
the economy, the environment, politics and people's daily lives [1]. This encourages the
development of intelligent applications capable of interacting with the environment and
making decisions based on the information acquired from the different objects [2-4].
However, the development of this type of application involves a high degree of
complexity, because it requires increasingly sophisticated techniques of artificial
intelligence or automatic learning and generally involves more than one area of
knowledge. In this sense, it is important to generate proposals that seek to mitigate the
gap that exists between the conceptualization and implementation of the 10T concept.

pp. 57-64; rec. 2020-07-22; acc. 2020-09-24 57 Research in Computing Science 149(12), 2020


mailto:%7d@cenidet.tecnm.mx
mailto:mgonza@itesm.mx
mailto:fvargas@tdea.edu.mx

Ledn Torres-Restrepo, Alicia Martinez-Rebollar, Miguel Gonzalez-Mendoza, et al.

In this research work, a method is proposed that can be used as a guide for the
introduction to the development of internet of things or smart cities applications. The
method is detailed through a case of real study in the domain of intelligent transport
systems. In the case, a prototype is built that covers the data acquisition, processing and
visualization stages. These stages are common in solutions that involve signals from
the environment, which are used in the development of data science applications,
industry 4.0, smart cities, among others. The use of the method facilitated the
construction of the prototype in time and development complexity, thanks to the use of
existing free software tools.

The article is organized as follows: Section 2 shows the state of the art; Section 3
describes the proposed method; In section 4 an example of the method is presented to
a case study; section 5 shows tests and results. Finally, section 6 presents the
conclusions and future work.

2 State of the Art

The development of applications for the internet of things presents a high level of com-
plexity, due to the dependencies and interrelations of the different systems and the tech-
nologies involved [5, 6]. The development of this type of applications presents some
challenges related to the acquisition, integration, quality or availability of the data ap-
plications [7, 8]. Thus, the design of applications for 10T requires understanding and
deepening in conceptual, technical and methodological aspects that may differ slightly
from traditional development [9, 10]. From the methodological point of view there are
some interesting aspects. Por example, there are disciplines focused on the exploitation
of data [11, 12], and paradigms focused on exposition of applications and services [13,
14]. However, when reviewing these approaches, several similarities can be observed
in terms of their life cycle. i.e., starting with the acquisition of the data and ends with
the use of data for a specific purpose [15, 16].

Therefore, the development of applications under the new paradigms is very
complex. Some of the traditional tools and methodologies have been adjusted to meet
new demands [17, 18]. These adaptations or modifications to the methodologies have
reduced the complexity and adaptation of software developers in the construction of the
development of new intelligent applications.

3 Method for Introducing 10T Project Development

The proposed method is based on various computational tools and on the benefits
offered by internet of things paradigms and smart cities. Figure 1 shows the steps of
the proposed method, which are: analysis of the context, requirements analysis,
technology analysis, systems design, solution construction and systems
implementation. The first stages of our method focus on the conceptualization of the
method, while the last two stages focus on the construction of the solution.

The main contribution of our method proposed is focused on the technology
analysis stage.
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This new proposed stage is where the developer must carry out the analysis of the
technology to be used in the development of their application, this directly influences
the most appropriate techniques and technologies to use, which allows the reduction of
complexity and the time of development of the application. Currently, there are several
tools that facilitate the development of Internet of Things applications for developers
with different knowledge of these technologies.

1. Analysis of 2. Require- 3. Technology
the context ments analysis analysis
¢

4. System 5. Building the
design system

Fig. 1. Overview of the proposed method.

Our method starts with context analysis, which focuses on understanding and
modeling the scenario for which you want to develop the 10T application. Once the
context is understood, the business requirements and rules that must be considered to
obtain the expected functionality are defined and analyzed. The next step is proposed
based on experience and its main objective is to allow the identification of data sources
and the selection of event detection techniques. In the next step, the design of the
prototype architecture is carried out and the final structure of the system to be obtained
is modeled. Finally, we proceed with the construction of the system. The next section
presents an example of the method's application.

4 Case Study

The validation of our method was carried out in a real case study. This paper presents
a smart transport case study which describes a smart application that allows to monitor
to handling of a vehicle. When a vehicle is driven in the wrong way, an alert is
generated to the users of the application. They may be other drivers or people who are
near where the alert was generated. The application detects driving events
automatically, which can be: driving at an unauthorized speed, speed changes, driving
in the opposite direction, sudden stops of a vehicle, strong turns and road irregularities.
However, for reasons of space, only the first two processes will be detailed.

Stage 1. Analysis of the context: in this stage the entities are identified, and the
interactions that exist between them. For example, if the following scenario occurs: a
car is traveling in an area at an illegal speed. The entities identified in this scenario
would be: car, zone and alert. The monitoring of this car in a certain area will allow to
identify the attributes of speed limits that the area has, so an alert will be generated
when the limits are exceeded. The alert must contain information about the car and the
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place where this event was generated. In addition, to sending the alert to all users who
are close to this event.

Stage 2. Requirements analysis: business requirements and rules are defined at this
stage. At this stage, all requirements must be identified considering the frequency of
the data, its restrictions, etc. continuing with the scenario of the previous stage: the
speed of a car must be analyzed according to the area in which it is located. All areas
or roads have a minimum and maximum speed allowed. Any speed value that is outside
these limits will be taken as an illegal speed. Monitoring the speed of a car requires the
analysis of static and dynamic data, which come from different sources. Dynamic data
corresponds to the travel speed and location of the vehicle. The static data correspond
to the delimitation of the areas and the speed limits established for each area. Dynamic
data can be obtained from different sources (mobile devices, embedded devices, or
external devices such as a camera). Static data is taken directly from the traffic
regulations.

Stage 3. Analysis of the technology: in this stage, the identification of data sources
and the selection of detection techniques are carried out. At this point, it is important to
identify the techniques and devices that will be used to monitor the events of the
application to be developed. Obtaining information in a smart application can be done
in different ways. For example, speed can be determined using a GPS sensor or through
a video camera using image processing techniques. Detection of the speed not allowed
in a car was carried out through basic mathematical operations. However, building
applications for loT and smart cities generally involves more complex operations that
require the use of techniques such as machine learning to obtain more successful results.
In our case study application, pattern recognition techniques were used to detect some
events identified in the application, such as handling in the opposite direction.

In addition, at this stage the computational tools that will be used for the
development of the application must be identified. Free software tools such as:
QuantumLeap, and sklearn were used for this case study. QuantumLeap is a generic
component of the FIWARE platform, which groups the following modules: Orion
Context Broker, MongoDB, CrateDB and Grafana. These components allow managing
context information, managing information storage and working with time series to
visualize the data in real time respectively. On the other hand, Sklearn is a library
developed in Python that contains algorithms focused on pattern recognition. For data
transfer, the data models proposed by the FIWARE platform [19] and schema.org [20]
were used.

Stage 4. System design: At this stage, the architecture of the prototype to be
developed must be defined. The developed smart application allows to monitor the
driving of a user through her smartphone. Some aspects that must be considered are
those related to the processing and storage capacity of the data acquisition device, for
which it must be determined if an external storage of the data is required. As well as
the time in the data transfer. However, when using artificial intelligence algorithms and
techniques with a high degree of complexity that require large computing capacity, the
mobile device may not have enough processing capacity to give immediate responses.
In this context, we assume that not all processing can be done in the module that is on
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the mobile device, or in the cloud. In addition, the design of the modules was carried
out with a low level of coupling between them.
This allow us that, in the future the modules can be used independently. Once the
abstraction of the stage has been done, we proceed with the design of the architecture.
The proposed architecture for this smart transport application is organized in two
subsystems (1) event detection (smartphone) and, (2) monitoring and visualization
(cloud). Figure 2 shows the architecture proposed in this case study.

Event detection module Monitoring and visualization
module

Event Detection Event Detection
User interface library User interface library

Sampling J Orion
User J - Context Ever{t
Interface signal Broker detection
“ processing ' ' i “ o .

Monitoring D
and ata
transfer

visualization

Setting J Event
detection

Data

) transfer J // ; J /j

Fig. 2. General Architecture of the smart transport application.

The event detection module gets the data from the smartphone. Therefore, it must be
implemented in the smartphone. This module must acquire the data from the sensors,
and analyze them to determine if any event has occurred to send information to the
monitoring and visualization module. Furthermore, this module must also allow user
interaction. With these specifications, an architecture is designed for the event detection
module composed of a user interface and a library for event detection. The user
interface contains a graphical interface for user interaction and a block that allows the
configuration of some parameters such as the connection to the monitoring module.
The library is made up of four blocks which cover the process from data acquisition,
passes through event detection and ends with data transfer (reprocessed data or alert
notifications). The monitoring and visualization module receives the data that comes
from the event detection module, stores it, and allows its visualization; and when
necessary, processing for event detection is carried out. The design of this module is
similar to the event detection module, which is made up of a user interface and an event
detection library.

Stage 5. Construction of the system: in this stage, the implementation of the
intelligent transport application was carried out. Some of the reference values identified
in the application are: the minimum and maximum allowed speed that each of the zones
or roads has. This information is taken in real time from the GPS of the smartphone.
The first task of acquiring real-time data from the application consists of obtaining
every second the GPS position (latitude and longitude), the speed at which the car
travels and the time at which the data is obtained. Each data obtained is filtered using
the moving averages technique, with the aim of reducing noise. Later all this
information is packaged and sent to the distribution block. The second task consist in
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to obtain and to prepare the data associated with moving the car. In this example, the
data of interest is the date, time, longitude, latitude, and speed.

Each data obtained is filtered using the moving averages technique, in order to
reduce noise. Then, the data is packaged according to the established parameters and
passed to the distribution block. The distribution block takes the received data, adds
information if this is necessary (for example, device id) and sends the dataset to the
event detection block.

The third task of this stage is the detection of events. In this task, a set of patterns
were defined. For example, for the speed change event the following states were
defined: At rest, speed increase, speed decrease, constant speed, irregular speed and
stop. These patterns allow to identify the type of events that can occur according to the
received data set.

For example, if in multiple data sets received, the algorithm detects that the values
represent speeding, a "speed not allowed" notification is generated. Notifications can
be local or external. Local notifications only inform the user that generated the
information, while external notifications send notifications to all users who are close to
where the alert was generated.

5 Test and Results

This section presents the results obtained from the tests carried out on the proposed
method. The tests carried out were carried out on a group of undergraduate and graduate
students from the areas of computing, mechanics and electronics, who should use our
method to build intelligent applications with an 10T platform. The applications that the
students should build were focused on data collection, automatic event detection or
visualization and analysis of historical data. The experimentation process was carried
out in the following way: interview to identify the technical skills of the participants,
and the development of an intelligent application. Participants should develop an
intelligent application starting with the installation of a development environment with
an loT platform; later they should develop the application following with the phases of
the proposed method.

The results of the experimentation showed the following data: All participants had
basic skills in programming and algorithm design. All the participants knew the concept
of 10T, but less than 30% have a clear idea of the concept and the technologies involved.
Less than 20% of the participants have been involved in the development of an loT
project. Thus, we can affirm that the identification of free software tools can reduce the
implementation time considerably. For example, using FIWARE's Generic
QuantumLeap Component it is possible to deploy a data visualization and monitoring
environment in less than an hour.

One of the smart applications developed was related to smart transportation. For the
tests, three smart phones, a laptop and two virtual machines hosted in the FIWARE Lab
Mexico node were used. The module for data acquisition and event detection was
installed in the smartphones and the monitoring and visualization module and the
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database in the virtual machines. The events that we wanted to detect automatically
were: speed not allowed and speed changes.

In turn, the following categories were established for speed changes: start of the
march, the rest, the stop, the speed increase, the speed decrease and the constant speed.
The technique used for the detection of excess speed was a mathematical comparison
technique, while for the detection of speed changes three supervised learning
algorithms were used: decision trees, Naive Bayes and randomforest. The detection
results obtained are the following: speed not allowed 90%, speed changes with decision
trees 93.86%, Naive Bayes 71.81% and randomforest 94.12%.

The results obtained show that the reuse of existing software components
considerably reduces the complexity and development of 10T applications. However,
this does not mean that developing 10T applications is trivial or easy. Instead, current
methodological proposals and tools improve understanding and reduce the complexity
of new software developments, in addition to considerably reducing software
application development times.

6 Conclusions and Future Work

This paper presents a method for introducing loT application development. The
developed method was used to create a prototype that addresses an application in the
domain of the internet of things and smart cities. The results obtained in the application
tests allow us to infer that the use of the method for the development of this type of
solutions is viable. Likewise, the results obtained during the period of application of
the method, allowed us to reaffirm the initial idea that advances in the development and
implementation of 10T and Artificial Intelligence components decrease the complexity
in the development of this type of applications.

Therefore, this makes it easier for people with not so deep knowledge of the internet
of things or smart cities to venture into the development of this kind of applications.
The main contribution of this research work is the method developed and the case study
presented. our example shows two scenarios recurring in the implementing of this type
of solution: local processing and external processing. As future work, we are working
on refining algorithms for use in other domains.
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